
 
 

 

DPO CLUSTER QUARTERLY NEWSLETTER 
Sept – Oct – Nov 2019 

 

Baseline Compliance Activities 

As a cluster group, we have formed to allow joint working towards data protection 

assurance and to create a network of practices under a single Data Protection 

Officer. 

As a foundation for compliance with GDPR, we have; 

• Created a Processing Activities Log 

• Developed a deeper level of transparency for data subjects 

• Developed Protocols to support data protection compliance 

• Developed a cluster-wide approach to clinical system audit 

• Undertaken Data Protection Impact Assessments for sharing initiatives 

• Created a master log of all sharing partners across the county 

• Undertaken a Data Security Compliance Audit 

• Raised awareness of Subject Access Requests through Webinars 

• Created a master log of all information assets / systems and risk scored them 

 

Round Up of Last DPO Cluster Workshop 

The Q2 cluster event covered a number of themes. 

Information Risk Management 

 Advised that practice risk registers should include key information risks 

 Those risks should be highlighted to SIRO and discussed at senior level 

 Went through a number of potential risks to be added 

 Template information risk register now added to MyDpo under ‘Practice Audits/Risk 

Management’ 



 
 

 

Consent for Information Sharing 

 Talked about how case law continues to involve in this area 

 Confirmed that ICO / European Data Protection Board and BMA all state that 

consent is not appropriate for information sharing in healthcare 

 Consent to treatment is unaffected and remains necessary 

 Practices should be using “inform and object” approach and should speak to 

DPO if consent is being used 

Disclosure of Clinical System Data Entered by Other 

Providers 

 We discussed how some practices, when responding to a SAR, will ‘filter’ the 

record so they only release information added by the practice 

 We also discussed that some practices will release all information, including any 

entries made by other providers 

 DPO advised that there is a question of law being discussed in the background 

between Kafico, MDU and ICO about which approach is appropriate 

 Official DPO advice is to continue as you have been until further advice received 

 However, if your practice ‘filters’ the information provided, your letter to the 

patient must inform the patient that you can also see information added by other 

providers and that they can request a copy of this information from the directly 

from those providers 

 

The CSU and Business Continuity 

 

 We discussed that Kafico are contacting your CSUs to confirm their approach to 

business continuity – in particular in relation to large scale cyber incidents. 



 
 

 

 It has been slow work to identify the correct contacts but we have these now and 

will be working on this in the lead up to toolkit submission 

 

Kafico Business Continuity 

 

 Kafico have workshopped their internal business continuity plan to ensure that 

practices can feel assured of continued service 

 Hannah has been on a development plan and will assume the role of consultant 

from January 

New Section on MyDpo Site 

 

 We presented the new addition to the MyDPO website 

 The new section is entitled “Sharing Projects” 

 It will allow practices to check the site for whether any new projects have been 

approved by the DPO and what documents they should be signing 

 Projects will be labelled as “pending” if they are yet to be agreed as compliant 

 If they are labelled as “approved” practices may sign the appropriate documents 

and move forward 

 The section will also be linked to advanced privacy materials that allow patients to 

read something about each of these projects (in line with GDPR Art 12) 

 A new section has been added to the PAL / Beast to allow practices to identify 

what projects their practice is involved with and therefore have materials added to 

their site automatically 

 

Solicitors Forcing Patient Disclosure 

 We talked about how solicitors are able to act as “proxy” for patients making 

SARs 



 
 

 

 Practices are calling the patient to ensure that they are happy to send to solicitor, 

understand what full record means and that they know they can refine / reduce 

the request if they want 

 Increasingly solicitors are pressuring patients to send information that the patient 

does not want to send 

 This is not lawful consent 

 We have made the ICO aware and requested guidance 

 We discussed removing sensitive read codes but this would take disproportionate 

effort 

 Our recommendation is to continue as you are until we hear more from ICO 

 

National Data Opt Out 

 

 Discussed what this national project is and why it is being rolled out  

 Identified that practices must review their non direct care purposes and check 

that any extractions from clinical systems will include new opt out codes 

 Clinical system providers are building new codes in 

 Kafico will support by sending surveys out for completion and then reviewing 

submission 

 We will then advise practices on which activities require action in order to comply 

by March 2020 deadline 

Data Security Toolki 

 

 Cluster confirmed that they were happy with approach last year 

 We will run the January / February cluster workshop as a toolkit session 

 Kafico will update the guide we produced last year and send out with instructions 

in the meantime 



 
 

 

 We will request evidence from the CSU’s in December 

 

Specialist SAR Training for GPs 

 

 Talked about the very positive feedback from GPs attending this training 

 Group requested additional dates which have now been provided 

 Discussed that the SAR checklist has been updated to separate the admin 

activities from the GP clinical input (included in email with this newsletter) 

 

What is our DPO doing Between Now and the Next Event? 

 

 Sending a Master Processing Activities Log  

 Sending quarterly newsletter  

 Sending updated Information Rights and Access Protocol  

 Amending Right to Correction Protocol to include notification of third parties  

 Completing Customer Systems List for Toolkit 

 Completing Business Continuity Protocols 

 Providing specialist GP training in SARs and other disclosures 

 Preparing for Toolkit 

Incident Learning 

Here is a quarterly round up of the learning from actual incidents across the clusters 

in the last quarter; 

 Ensure that any old forms / templates / pro formas are removed from site and 

from computers. These sometimes have a footer that say “once complete, send 



 
 

 

this form to…..” This can result in personal data being sent to addresses that no 

longer exist and being opened by Royal Mail 

 

 Ensure that postal addresses are redacted from records before being released as 

a SAR. This counts as personal data related to a third party and may relate to 

someone who does not want their address known. Such as an ex-partner. 

 

 Lots of incidents where people have the same surname. Cross check other 

elements of the record before releasing information. 

 

 When a staff member leaves their job and their email access is removed by the 

CSU, check they cannot use the “forgotten password” function to regain access 

remotely. This appears to be a loop hole that the CSU had not previously 

considered. 

 

 If you receive report requests for using a third-party form, check them carefully to 

see whether the patient has ticked a box asking to view the report before they go 

to the employer / claims company etc. This can be missed. 

 

 Do not use pre-set numbers in a fax machine (or better do not use fax machines) 

 

 Ensure that envelopes are robust. When they are heavy or very full – apply tape 

to prevent them coming open at sorting office. 

 

 Policies must be disseminated to all staff and confirmation obtained 

 GPs must have specialist training in SARs if they are involved in the process 

 There must be some consistency about how child protection / police information 

is flagged within the clinical system and handled by staff processing SARs 

 The prescription pickup protocol must be followed or amended internally if not 

practical to follow 

 All staff members involved in SARs must have appropriate training – including 

GPs so that they can undertake the ‘serious harm test’ 

What’s Next? 



 
 

 

The next cluster event will cover 

IG Toolkit 

See you in February! 


