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Exploration: Data Minimisation 
The aim of this section is to explore whether the project aligns with the data protection principle 
of data minimisation. 

Sources 
 

Viewing the GDPR Through a De-Identification Lens: 

Looking to comply with GDPR? Here's a primer on anonymization and pseudonymization 

Data Protection Act 2018 (DPA) 

General Data Protection Regulations (EU) 2016/679 (GDPR) 

Information Commissioner – Guide to the General Data Protection Regulations (ICO Guide) 

Definitions / Context 
 

• Processing of personal data must be adequate – sufficient to properly fulfil your stated purpose 

• Processing of personal data must be relevant – has a rational link to that purpose 

• Processing of personal data must be limited to what is necessary – you do not hold more than you 

need for that purpose 

• You should periodically review your processing to check that the personal data you hold is still 

relevant and adequate for your purposes 

• You must not collect personal data on the off-chance that it might be useful in the future. However, 

you may be able to hold information for a foreseeable event that may never occur if you can justify it 

• Article 6(4)(e) permits the processing of pseudonymized data for uses beyond the purpose for which 

the data was originally collected. 

• Recital 78 and Article 25 list pseudonymization as a method to show GDPR compliance with 

requirements such as Privacy by Design 

https://fpf.org/wp-content/uploads/2016/11/M-Hintze-GDPR-Through-the-De-Identification-Lens-31-Oct-2016-002.pdf
https://iapp.org/news/a/looking-to-comply-with-gdpr-heres-a-primer-on-anonymization-and-pseudonymization/
http://www.legislation.gov.uk/ukpga/2018/12/contents
https://gdpr-info.eu/art-9-gdpr/
https://ico.org.uk/media/for-organisations/guide-to-the-general-data-protection-regulation-gdpr-1-0.pdf


 
 
• Recital 26, the GDPR limits the ability of a data handler to benefit from pseudonymized data if re-

identification techniques are “reasonably likely to be used, such as singling out, either by the 

controller or by another person to identify the natural person directly or indirectly.” 

• GDPR identifies four types of data;  

 
(1) Identified (subject is immediately identified) 

(2) Identifiable (subject could be identified through indirect identifiers such as NHS No) 

(3) Article 11 De-Identified (identity is not apparent from the data; data is not directly linked with data that 

identifies the person. Could potentially be re-identified if matched to additional identifying data. No known, 

systematic way for the controller to reliably create or re-create a link with identifying data) 

(4) Anonymous / Aggregated. Identification is not possible. 

 

Assessment 
 

Data Categories at Extraction 
The category of the data being extracted from the provider sources for Advice and Guidance 

(Eclipse Live), Care Record Projects and Vista (Risk Stratification) appears to fall into either 

category 1 or 2 as the subject could be identified through direct or indirect identifiers such as 

the clinical system identifier. 

 

Minimisation of the Data Pooled for Integrated Care Purposes 
It is recognised that, in the interests of providing safe and effective care at the point of access, it 

is necessary to have adequate data in order to flag the elements necessary to facilitate 

interventions, prevent admissions, deterioration or incidents, ultimately improving the standard 

of care delivery. 

The data set that is extracted from source systems for Advice and Guidance (Eclipse Live) is; 

Emis Reference 



 
 

Age in years 

Gender 

Read code 

Event date 

Value (where present) 

Medication Name 

Date of issue 

Medication type (Acute / repeat) 

Dosing information 

 

This has been confirmed through clinical assessment as the minimum necessary data set to 

achieve the intended purposes for the initiative. This is reviewed periodically with the customer 

to ensure that it remains adequate. 

The data set used for Care Records projects is agreed by the relevant stakeholder groups as 

Controllers and therefore PSL are assured that the data is the minimum necessary for the 

identified lawful purpose. 

For Eclipse Vista (Risk Stratification), the data sets are determined by the NHS England Risk 

Stratification Assurance Statement in order to satisfy the s 251 Approval provided by the 

Secretary of State. PSL has undertaken an internal review to ensure that the data sets involved 

in Vista match the NHS England requirements. 

Beyond agreement of the data sets, PSL has put in place measures to control access to the 

data, such that it is data processing (access) is minimised. This is assured through appropriate 

clauses in PSL employment contracts, data protection training, role-based access and audit. 



 
 
It is presumed that similar controls are in place for Controller customers at the point of access. 

Comparable to the level of the risk associated with the volume and nature of information 

extracted from source systems, an appropriate level of pseudonymisation is applied to reduce 

the risks to the rights and freedoms of data subjects. See Technical and Organisational 

Measures. 

Conclusion 
Where data is able to undergo minimisation – PSL supports Controller customers to achieve this 

through predefined data sets. 

It is accepted that, there are occasions where use of data cannot always be anticipated and 

therefore data can be processed ‘speculatively’. 

Risk Assessment 
 

Risk / Gap Action Responsible Party Status 

There is a risk that the data set being 

extracted is excessive for the 

identified purpose 

Customer to obtain / 

undertake clinical 

review of data set and 

document rationale 

PSL and 

Controller 

customer 

Complete 

There is a risk that changes to the 

project might result in “data creep” 

and inclusion of data sets that are 

not strictly necessary 

Requests for 

additional data sets 

should be 

accompanied by a 

data minimisation 

rationale for PSL 

records 

PSL to draft form 

and healthcare 

partner / customer 

to complete 

 

Pending 

 

 

 



 
 
 

 



 
 
Data Set 

Title 
Data Point Adequate Relevant 

Limited to what is 
necessary 

Foreseeable Event Justified 

Practice 
Eclipse Live 

Age (years) No concerns raised Allows high risk age groups to be 
identified for case finding purposes 

Yes, DOB would be 
excessive 

NA 

Gender No concerns raised Allows gender-specific cases to be 
found i.e. men over 50 for prostate 
cancer 

No concerns raised NA 

Clinical system no No concerns raised Allows de-identification and re-
identification to minimise risk to 
rights and freedoms of data subject 

No concerns raised NA 

Read Code (Value 1 
value 2) 

No concerns raised TBC TBC TBC 

Medication name No concerns raised Allows review of appropriate 
prescription / trigger medication 
review 

No concerns raised NA 

Medication read 
codes 

No concerns raised Allows review of appropriate 
prescription / trigger medication 
review 

No concerns raised NA 

Date issued No concerns raised Data allows trigger of medication 
review 

No concerns raised NA 

Status (repeat etc)  
  

No concerns raised Allows review of appropriate 
prescription / trigger medication 
review 

No concerns raised NA 

 

Commented [EC1]: Julian, how wuld you describe the 
purpose of this field and why it is necessary? 
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