
 
 

Population Health Tool (HealtheIntent) 

Data Minimisation 
The aim of this section is to explore whether the project aligns with the data protection principle 

of data minimisation. 

Sources 
 

Viewing the GDPR Through a De-Identification Lens: 

Looking to comply with GDPR? Here's a primer on anonymization and pseudonymization 

Data Protection Act 2018 (DPA) 

General Data Protection Regulations (EU) 2016/679 (GDPR) 

Information Commissioner – Guide to the General Data Protection Regulations (ICO Guide) 

Definitions / Context 
 

• Processing of personal data must be adequate – sufficient to properly fulfil your stated purpose 

• Processing of personal data must be relevant – has a rational link to that purpose 

• Processing of personal data must be limited to what is necessary – you do not hold more than you 

need for that purpose 

• You should periodically review your processing to check that the personal data you hold is still 

relevant and adequate for your purposes 

• You must not collect personal data on the off-chance that it might be useful in the future. However, 

you may be able to hold information for a foreseeable event that may never occur if you can justify it 

• Article 6(4)(e) permits the processing of pseudonymized data for uses beyond the purpose for which 

the data was originally collected. 

• Recital 78 and Article 25 list pseudonymization as a method to show GDPR compliance with 

requirements such as Privacy by Design 

• Recital 26, the GDPR limits the ability of a data handler to benefit from pseudonymized data if re-

identification techniques are “reasonably likely to be used, such as singling out, either by the 

controller or by another person to identify the natural person directly or indirectly.” 

• GDPR identifies four types of data;  

https://fpf.org/wp-content/uploads/2016/11/M-Hintze-GDPR-Through-the-De-Identification-Lens-31-Oct-2016-002.pdf
https://iapp.org/news/a/looking-to-comply-with-gdpr-heres-a-primer-on-anonymization-and-pseudonymization/
http://www.legislation.gov.uk/ukpga/2018/12/contents
https://gdpr-info.eu/art-9-gdpr/
https://ico.org.uk/media/for-organisations/guide-to-the-general-data-protection-regulation-gdpr-1-0.pdf


 
 
 

(1) Identified (subject is immediately identified) 

(2) Identifiable (subject could be identified through indirect identifiers such as NHS No) 

(3) Article 11 De-Identified (identity is not apparent from the data; data is not directly linked with data that 

identifies the person. Could potentially be re-identified if matched to additional identifying data. No known, 

systematic way for the party to reliably create or re-create a link with identifying data) 

(4) Anonymous / Aggregated. Identification is not possible. 

 

Data Categories at Extraction 
 

• The category of the data at the point of extraction is Category 1 – individual is identified 

• The category of data being held within the HealtheIntent Cloud Platform (Integrated) is 

Category 1 – individual is identified 

• The category of data being held within the Health Analytics Tableau will depend on the 

access provided and will be approved at IG Working Group. Likely to be Category 3 or 4 – 

subject could be identified through NHS Number 

• The category of data being accessed through the primary care interface is Category 1 – 

individual is identified 

 

The objective of delivering direct care to the individual could not be achieved with information 

that is not identifiable. 

The object of undertaking risk stratification does not always require identification of the 

individual. Access to Categories 3 or 4 will generally be provided at this level. Where it is 

necessary to access Category 1 or 2, this will be approved by IG Working Group on a case by 

case basis. 

It therefore appears that pseudonymisation has been applied in so far as reasonably practicable 

to reduce the risk to the rights and freedoms of data subjects. 

 

Minimisation of the Data Pooled for Integrated Care Purposes 
It is recognised that, in the interests of providing safe and effective care at the point of access, it 

is necessary to have the option of a complete picture of a person’s health or social care history 



 
 

such that having an holistic view can prevent incidents and improve the standard of care 

delivery. 

Additionally, it would be impossible, given the breadth of healthcare providers that will access 

HealtheIntent for direct care purposes, to determine whether each data point is necessary for 

any future episode of care. 

It is therefore proposed that a rich data set is required providing the opportunity for a wealth of 

information to be available and only retrieved when necessary. The ICO provides that it is 

possible to ‘hold information for a foreseeable event that may never occur if you can justify it’ 

and this appears to be an example of such a time. 

Minimisation for the purposes of activities that are not direct care – such as Public Health or risk 

stratification for population health purposes will be achieved by having access to Categories 3 

and 4 of data as described above. 

Beyond this initial review, necessity, in this case will be determined at the point of access by 

authorisation of WSHT and assured through the employment contracts, training, role-based 

access and professional standards of the employees at each Controller and Processor location. 

These standards are mandated by a Joint Controller Information Sharing Agreement, audited by 

the stakeholders and reported into the IG Working Group. 

In recognition of the risk associated with the volume and nature of information contained within 

HealtheIntent, a robust level of pseudonymisation should be applied to reduce the risks to the 

rights and freedoms of data subjects. Technical and Organisational Measures to Protect. 

Conclusion 
 

• Data category has been scrutinised at each stage of processing and commensurate 

level of protection applied 

• A data minimisation exercise has been completed 

• Where reasonably practicable, pseudonymisation has been applied as a further data 

minimisation measure 



 
 

Risk Identification 
 

Risk / Gap Action Status 

There is a risk that the source system 

“bulk upload” is collecting a 

disproportionate amount of personal 

data 

Complete a data minimisation exercise on 

this data set (this document). 
Complete 

There is a risk that categories of data 

have not been established for each 

stage of the project and a 

commensurate level of protection 

applied 

Scrutinise data in transit and at rest for 

risk levels 
Complete 

 

 

 

  
 


