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Exploration: Fair and Transparent Processing 
Sources 
Data Protection Act 2018 (DPA) 

General Data Protection Regulations (EU) 2016/679 (GDPR) 

Information Commissioner – Guide to the General Data Protection Regulations (ICO Guide) 

ARTICLE 29 DATA PROTECTION WORKING PARTY - Guidelines on Transparency 

ICO Consent Guidance 

Murray v Express Newspapers [2008] EWCA Civ 446 

COCO V A N CLARK (ENGINEERS) LTD: CHD 1968 

 
Definitions / Context 
 

• You must be clear, open and honest with people from the start about how you will use their personal 

data. 

• fairness means that you should only handle personal data in ways that people would reasonably 

expect and not use it in ways that have unjustified adverse effects on them. 

• if anyone is deceived or misled when the personal data is obtained, then this is unlikely to be fair. 

• Transparency is, in some cases even more important even when you have no direct relationship with 

the individual and collect their personal data from another source. In these cases, individuals may 

have no idea that you are collecting and using their personal data, and this affects their ability to 

assert their rights over their data. This is sometimes known as ‘invisible processing’ 

• WP29 and ICO guidance stipulate the content of Fair Processing / Transparency materials including 

all third countries to which the data will be transferred, the relevant legal basis, the source of personal 

data, the existence of automated decision-making including profiling, the categories of personal data 

http://www.legislation.gov.uk/ukpga/2018/12/contents
https://gdpr-info.eu/art-9-gdpr/
https://ico.org.uk/media/for-organisations/guide-to-the-general-data-protection-regulation-gdpr-1-0.pdf
https://ec.europa.eu/newsroom/just/document.cfm?doc_id=48850
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/consent/
http://www.5rb.com/case/murray-v-big-pictures-uk-ltd-ca/
https://swarb.co.uk/coco-v-a-n-clark-engineers-ltd-chd-1968/


 
 

concerned, the different storage periods, contact details for the data protection officer, the actual 

(named) recipients of the personal data, how to exercise information rights including objection, any 

further processing,  

• A link to the privacy statement/ notice should be clearly visible on each page of [the] website under a 

commonly used term (such as “Privacy”, “Privacy Policy” or “Data Protection Notice”) 

• Controllers should test the intelligibility of the information and effectiveness of user interfaces/ notices/ 

policies etc. through user panels. 

• A translation in one or more other languages should be provided where the controller targets data 

subjects speaking those languages 

• notices should provide an overview of the types of processing that could have the highest impact on 

the fundamental rights and freedoms of data subjects in relation to protection of their personal data 

• The information to be provided to data subjects pursuant to Articles 13 and 14 may be provided in 

combination with standardised icons in order to give in an easily visible, intelligible and clearly legible 

manner a meaningful overview of the intended processing. Where icons are presented electronically 

they shall be machine-readable 

• Language qualifiers such as “may”, “might”, “some”, “often” and “possible” should also be avoided" 

• WP29 recommends the use of layered privacy statements/ notices, which allow website visitors to 

navigate to particular aspects of the relevant privacy statement/ notice that are of most interest to 

them. 

• WP29 recommends that layered privacy statements/ notices should be used to link to the various 

categories of information which must be provided to the data subject, rather than displaying all such 

information in a single notice on the screen, in order to avoid information fatigue 

• It is critical that the method(s) chosen to provide the information is/are appropriate to the particular 

circumstances, i.e. the manner in which the data controller and data subject interact or the manner in 

which the data subject’s information is collected 

• where processing changes are implemented, notices should ensure the data subject does not “miss” 

the change and to allow the data subject a reasonable timeframe for them to object 

• Expecting the individual to frequently check for changes are considered unfair 

• In particular, the right to object to processing must be explicitly brought to the data subject’s attention 

at the latest at the time of first communication with the data subject and must be presented clearly 

and separately from any other information.  



 
 
• Public authorities, employers and other organisations in a position of power over individuals should 

avoid relying on consent unless they are confident they can demonstrate it is freely given. 

Assessment  
 

Whilst consent is not the recommended lawful basis for processing of healthcare data and the 

legal gateway under data protection law is likely to be “public task” and “medical purposes”, 

there is a still a legal requirement to ensure that the patient population are informed about the 

processing and have the opportunity to ask questions or to object to processing. Additionally, 

there is a need to ensure that the common law duty of confidentiality is also satisfied.  

Traditionally, the test arising from Coco v. AN Clarke Engineering Ltd (Coco)1 applied. This 

provides that a duty of confidentiality arises where information has a quality of confidence, and a 

relationship of confidence exists. 

Whether or not the obligation arises from a confidential relationship; case law development is 

such that, disclosure by a person that ‘receives information he knows or ought to know is fairly 

and reasonably to be regarded as confidential’, may result in a legal wrong.  

Therefore, the test for a breach of confidence has developed (in correlation with the application 

of the Human Rights Act 1998 and Article 8 (1) of ECHR) and now concerns whether individuals 

have a reasonable expectation of privacy2 such that sharing information may constitute misuse 

of private information.  

The duty can therefore be overridden where it is deemed that the individual reasonably expects 

such a disclosure. 

It is therefore presumed that fair processing / transparency materials will be put in place by 

Controllers to make the patient population are aware of Advice and Guidance (Eclipse Live) and 

to ensure that the “reasonable expectations” of the population align with that of the project. 

Additionally, this impact assessment may be linked to from Controller materials for patients who 

wish to find out more about the arrangements of PSL as Processor. 

 
1 [1968] EWHC 415 (CH). 
2 Murray v Express Newspapers [2008] EWCA Civ 446. 



 
 

Conclusion 
 

PSL have undertake appropriate measures to ensure their own transparency but, as 

Processors, the responsibility is largely with Controller partners that are responsible for 

collecting the personal data. 

 

Risk Assessment 
 

Risk / Gap Action Responsible Party Status 

There is a risk that data 

subjects are not 

informed in relation to 

the project and are not 

provided with the 

opportunity to raise 

queries or object 

Ensure that Advice and 

Guidance (Eclipse Live) 

is added to the 

transparency materials 

of all Controller 

stakeholders 

Healthcare partners 

(practices / CCGs) 

Out of Scope for PSL 

as Processor 

There is a risk that PSL 

may not be able to 

assist Controllers with 

their transparency 

obligations 

Provide a copy of this 

DPIA and the detail of 

any sub processors 

PSL Complete 

There is a risk that, PSL 

may be undertaking 

“invisible processing” 

such that data subjects 

cannot obtain 

information directly 

from PSL about their 

activities 

Update Privacy Notice 

for the website about 

how PSL processes 

personal data as a 

Processor and provide 

a link to Controller 

customers 

PSL Pending 
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