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WHAT HAVE WE ACHIEVED SO FAR? 

As a cluster group, we have formed to allow joint working towards data protection 

assurance and to create a network of practices under a single Data Protection 

Officer. 

So far, we have; 

1. Created a Processing Activities Log  

2. Developed a deeper level of transparency for data subjects  

3. Developed Protocols to support data protection compliance  

4. Developed a cluster-wide approach to clinical system audit  

 

WHAT WAS COVERED AT THE LATEST CLUSTER EVENT? 

The Q2 cluster event covered four themes. 

Subject Access Requests 

 An update SAR protocol has been provided with clear FAQs Protocols HERE 

 The ICO is indicating that charging is for very limited circumstances only 

 Insurance companies should use Access to Medical Reports Act for their purposes 

 DPO recommends digitization of SAR process and the protocol has been amended 

Protocols HERE 

 A SAR Webex is being arranged for all practice staff to support the process 
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 Practices are advised to reduce letter sending and aim to send emails where possible – 

more secure and prompt route 

Information Risk Management 

 We are now managing the risks identified through the Processing Activities Log 

 You should highlight this section to your practice SIRO 

Risk Action Status 

The practice is not assured that all Data 

Processors have got a compliant IG Toolkit / 

ISO27001 / relevant IG accreditation 

Our practice has instructed our DPO. once 

the sharing partners tab is finalised, she will 

be conducting a review of accreditation of 

sharing partners 

Pending 

The practice is not assured that there an 

appropriate sharing document in place with other 

Controllers (i.e. hospitals) 

Our practice has instructed our DPO, once 

the sharing partners tab is finalised, will be 

conducting a review of sharing agreements 

Pending 

The practice is not assured that there is an 

appropriate contract in place with all Processors 

(i.e. IT providers) 

Our practice has instructed our DPO who is 

working through a list of processors and 

reviewing contracts 

Pending 

The practice has not completed a data 

minimisation exercise on all processing activities 

Our practice has instructed our DPO who 

will be conducting a data minimisation 

exercise in Q3 

Pending 

The practice is not always made aware of data 

breaches that occur with sharing partners 

Our practice has instructed our DPO who is 

currently drafting processing contract 

compliance audits 

Pending 

The practice has identified a system that does not 

have role-based access in place 

Our practice has instructed our DPO who is 

will be reviewing systems in Q3. 
Pending 

Practice is not assured that access to personal 

data is effectively audited 

DPO has provided template for access 

audits. Practice has been formally advised to 

complete access audits before Q3 event. 

Pending 

The practice has identified that our employment 

contracts do not contain the relevant 

confidentiality clauses 

Our practice has confirmed that clauses are 

in place. 
Mitigated 

Practice is not assured that the preferred method 

of transferring personal data is encrypted and that 

non standard routes are documented and risk 

assessed. 

Our practice has instructed our DPO who is 

currently preparing results from the audit to 

determine key issues 

Pending 



 
 

Practice has identified that not all staff have been 

trained or provided with policies 

DPO has provided a full suite of protocols. 

Practice has been formally advised to 

ensure that all staff have access to the 

updated versions. 

Mitigated 

 

Transparency and Accessibility 

 Practices have completed some work to improve transparency 

 Privacy notices underpin our lawful basis for processing personal data 

 If they are not visible and multi-layered, we cannot argue that our patients “reasonably 

expect” what we do 

 Videos will now be narrated in Polish, Portuguese and Lithuanian 

 Easy Read materials will be made available 

 Audit was completed to demonstrate the lack of visibility of current materials 

Information Incidents 

 Accessing records without a legitimate healthcare need is an offence – this includes your 

own records or those of family members 

 DPO has 72 hours to report incidents – you must engage the DPO in all incidents as early 

as possible 

 

WHAT IS OUR DPO DOING BETWEEN NOW AND THE NEXT EVENT? 

 Sending quarterly newsletter  

 Sending updated Subject Access Requests Protocol v0.3  

 Arranging a SAR WebEx for all staff – Pending 

 Release results of encrypted transfer audit and liaise with sharing partners - Pending 



 
 

 Release results of transparency audits so practices can better position their materials – 

Pending 

WHAT SHOULD OUR PRACTICE DO BEFORE THE NEXT EVENT? 

 Undertaking regular access audits using the template provided by the DPO Access Audit 

Template Here 

 Responding to email instructions related to placement of transparency materials (DPO to 

send) 

 Ensuring staff have access to updated protocols 

INCIDENT LEARNING 

Here is a roundup of learning from this and previous quarters from actual incidents across 

the cluster; 

 Ensure that any old forms / templates / pro formas are removed from site and from 

computers. These sometimes have a footer that say “once complete, send this form 

to…..” This can result in personal data being sent to addresses that no longer exist and 

being opened by Royal Mail 

 

 Ensure that postal addresses are redacted from records before being released as a SAR. 

This counts as personal data related to a third party and may relate to some one who 

does not want their address known. Such as an ex-partner. 

 

 Lots of incidents where people have the same surname. Cross check other elements of 

the record before releasing information. 

 

 When a staff member leaves their job and their email access is removed by the CSU, 

check they cannot use the “forgotten password” function to regain access remotely. This 

appears to be a loop hole that the CSU had not previously considered. 

 

 If you receive report requests for using a third-party form, check them carefully to see 

whether the patient has ticked a box asking to view the report before they go to the 

employer / claims company etc. This can be missed. 
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 Do not use pre-set numbers in a fax machine (or better yet do not use fax machines) 

 

 Ensure that envelopes are robust. When they are heavy or very full – apply tape to 

prevent them coming open at sorting office. 

 

 Double check to ensure emails are being sent to the correct sharing partner each time 

 

 Take the time to check the coding being placed on a patients file is correct. Incorrect 

coding can lead to patients being offered / missing out on services available to them. 

 

 When printing documents, ensure you get them from the printer straight away and check 

they are 1. the documents you printed and 2. Related to this particular patient before 

handing them out. 

 

  Ensure staff members only have the access they need for their particular role. Email 

access should be limited to only those who have to deal with them.  

WHAT’S NEXT? 

The next cluster event will cover 

Information Assets / Secure Transmission 

Data Quality, Accuracy and Minimisation 

Records Management / Retention 

See you in January! 


